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The practice of medicine has undergone a meta-
morphosis that has materially changed “the increas-
ing gap between what doctors have traditionally 
been trained to do and the realities of modern clini-
cal practice.”1 This article will examine these devel-
opments and offer guidance about the recent laws 
involving the access of a patient’s medical chart and 
the nuances of electronic medical records. 

THE PATIENT’S CHART
The medical chart is an essential component of a 
patient’s care  and the determination of any medico-
legal disputes.2 This documentation sets forth the 
history of medical care rendered so that all health 
care providers “can continue to provide the best 
possible treatment for each individual.”3 A properly 
detailed record will help the health care provider in 
recreating what happened at those earlier visits.4 A 
medical record is also maintained to satisfy the dif-
ferent legal and ethical mandates required by the 
governments, regulatory agencies, accrediting bod-
ies, and hospital administrations.5 

Electronic Medical Records
Historically, a patient’s chart was kept in a paper 
format located in the health care provider’s office 
or a medical records department at a hospital.6 
Paper records do not require extensive training to 
maintain and can be customized by each health 
care provider.7 In practice, these charts were often 
unwieldly, disorganized, unreadable, and had no 
backup system.8 

Medicine underwent a tumult in 2009 with the 
enactment of the Health Information Technology for 
Economic and Clinical Health Act (HITECH).9 This law 
required the meaningful transition of the patient’s 
chart to an electronic format by January 1, 2014, 
for health care providers to stay qualified to obtain 
Medicaid and Medicare reimbursement.10 The impe-
tus for this change was to “improve quality, safety, 
efficiency, and reduce health disparities, engage 
patients and family, improve care coordination, and 
population and public health [and to] maintain pri-
vacy and security of patient health information.”11

An electronic medical record (EMR) is a digital adop-
tion of the paper chart containing “a patient’s med-
ical health information” including “sensitive and 
protected data such as a person’s medical past, 
medications, and test reports that only approved 
personnel can retrieve.”12 While a paper chart 
cannot be immediately shared with others, EMRs 
permit third parties to see patient medical records 
at any time.13 The EMR also promotes efficiency, 
improves treatment, and allows for self-directed 
care and home supervision.14 Presently, about 90 
percent of office-based physicians employ EMR 
systems.15 Nevertheless, various EMR obstacles can 
retard the health care providers’ capacity to concen-
trate on patient care, hinder communication, and 
harm the patient-doctor relationship.16

Obtaining Medical Records—HIPAA
The Health Insurance Portability and Accountabil-
ity Act of 1996 (HIPAA)17 required the creation of 
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national standards to protect patient health data 
from being disclosed without the person’s con-
sent or knowledge.18 The law also gives patients the 
ability to review and secure a copy of their chart 
and demand corrections to their medical records.19 
Accordingly, the US Department of Health and 
Human Services (HHS) promulgated a HIPAA Privacy 
Rule (Rule) to enforce the mandates of the legisla-
tion.20 This Rule sets forth the standards for the use 
and disclosure of a person’s protected health infor-
mation (PHI) by parties subject to the Rule known 
as “covered entities.”21 The Rule establishes uniform 
standards on how covered entities, health care 
clearinghouses, and business associates reveal and 
maintain PHI to protect patients’ records while pro-
viding health care services.22

The requirements to obtain a patient’s medical 
records will differ based upon whom the attorney 
represents. A patient’s counsel merely has to pro-
vide a signed authorization supplied by the client 
that satisfies HIPAA’s mandates and appropriate 
state laws.23 Other counsel, however, have a much 
more difficult task. Health care providers may 
require a subpoena or court order before releasing 
the requested information. While a subpoena can-
not be disregarded, covered entities are warned not 
to provide PHI without protecting a patient’s pri-
vacy and confidentiality. 

A key element of the statute is that a covered entity 
may only divulge the “minimum necessary” infor-
mation to fulfill the request for medical data.24 This 
mandate means that a covered entity must take 
reasonable steps to disclose “only the minimum 
amount of protected health information required 
to accomplish the intended purpose of the use, 
disclosure, or request.”25 Unfortunately, the phrase 
“minimum necessary” is not well-defined, thus pro-
ducing confusion. This vagueness requires a cov-
ered entity to ascertain what materials to release 
and the efforts that should be utilized to limit the 
disclosure of materials.26 The covered entity’s deci-
sion as to what constitutes the minimum necessary 
information should be premised upon a reasonable 
justification standard and the technical skills of the 
covered entity and focused on privacy and security 

concerns.27 This means that counsel who requests 
“any and all records” of a patient may trigger an 
objection from the health care provider since this 
type of broad request may not identify the informa-
tion in a specific and meaningful fashion. 

The Chart’s Organization
The EMR should contain the same information as 
the paper chart, including diverse sections that 
set forth the relevant facts gleaned from patient 
encounters and telephone calls.28 However, some 
parts will be combined, repeated, or not printed 
out.29 The printed account of the EMR will not be the 
same as what is shown on the computer screen, and 
the layout of the records may differ premised upon 
the doctor’s specialty and software used.30 

Many record-keeping schemes are created for a par-
ticular health care provider, and each has an idio-
syncratic operator interface for producing a medi-
cal record.31 This diversity makes it problematic for 
counsel to gain a comfort level when analyzing a 
digital chart. An electronic record copying system 
may also vary based upon the needs of a depart-
ment or medical specialty.32 For example, radiology 
may use different software than other departments 
in the medical facility, and the staff may employ a 
system unlike the one used by physicians.33 

One would think that the conversion to a digital for-
mat would eliminate the need to decipher a physi-
cian’s illegible handwriting. Surprisingly, that is not 
always the case. Not all health care providers con-
verted to EMRs, and older medical records continue 
to be in a handwritten format. Physicians also write 
notes that are understandable only by themselves 
and not focused on how third parties may inter-
pret their comments.34 Needless to say, illegible 
notes can have weighty repercussions on a patient’s 
health and present unfavorable medico-legal con-
sequences.35 These factors can raise risk manage-
ment apprehension, accreditation issues, enlarged 
audit risks from public and private payers, and 
medical malpractice concerns.36 The National Acad-
emy of Medicine has reported that doctor’s unread-
able notes result in about 7,000 deaths annually.37 
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Several states have remedied this problem by pass-
ing remedial measures to fix this construct. For 
example, Pennsylvania has crafted a regulation that 
mandates a health care provider to “maintain medi-
cal records for patients which accurately, legibly, and 
completely reflect the evaluation and treatment of 
the patient.”38 

EMR CHALLENGES 
EMRs have their own issues, including privacy and 
security concerns.39 Approximately 150 people will 
have access to a patient’s chart during a hospitaliza-
tion.40 While most of these reviewers are approved 
to read the record as a part of the patient’s care, 
“there is a paucity of laws that regulate who these 
people are, what information they may access, 
and what they are able to do and not do with the 
patient’s information once they have viewed it.”41 
The chart is also susceptible to security breaches 
by unsanctioned people with improper purposes 
despite the safeguards required by HIPAA.42 

Additionally, the systems lack the ability to pro-
duce the record easily and routinely when needed 
according to a reliable “network without political, 
technical, or financial blocking.”43 Physicians com-
plain about unwieldy interfaces and timewasting 
data entry.44 Some tasks, such as decreasing the 
amount of a steroid, are remarkably demanding. For 
example, in an evaluation of two EMR systems con-
ducted by the American Medical Association, physi-
cians had to manually estimate the taper amounts, 
which took about two to three minutes and required 
20 to 42 mouse clicks.45

Failure to Convert the Paper Chart 
into an Electronic Format

Obtaining the traditional medical chart was accom-
plished in a relatively straightforward way by making 
a photocopy of the chart. Changes and comments 
were effortlessly exposed from scratch-outs, and 
discovery was uncomplicated.46 Procuring EMRs, 
however, generates unique problems not encoun-
tered with the paper record.47 Logically, one would 
assume the EMR to be identical to a patient’s paper 
chart. However, that is not always the case. Some 

parts of the digital record will be combined, and 
other elements will not be printed.48 Surprisingly, 
the patient’s paper chart may never have been con-
verted to an electronic format, and some of the pre-
vious files may be absent. Counsel, when requesting 
the chart, would be well served to demand that all 
paper records and electronic files be produced.49 

The attorney should also request the “private health 
information (PHI) disclosure log.”50 This is a HIPAA-
required listing of where, when, what, and to whom 
a medical record has been provided.51 This record 
will help counsel in ascertaining which healthcare 
providers and lawyers have accessed the chart.52

Metadata
Counsel needs to be aware of the metadata in a 
patient’s digital chart.53 This term refers to “‘second-
ary information,’ not apparent on the face of the 
document ‘that describes an electronic document’s 
characteristics, origins, and usage.”54 Metadata 
includes information that enumerates the features, 
origins, handling, and authenticity of electronic 
evidence55 such as audit trails, pop-up warnings, 
and “preliminary questions and checkboxes.”56 This 
metadata may not be included in a computer print-
out of the digital file.57 This omitted data may be key 
to counsel’s investigation of a claim, so comprehen-
sion of what metadata divulges is valuable.

A digital record may be altered without providing 
any indication that it has been changed.58 HIPAA 
requires all those who use a computerized medical 
record system to keep an audit trail cataloging all 
electronic entries and every access to the record.59 
For example, an audit trail offers a listing of who has 
opened a file, when that access occurred, and what 
actions were performed.60 Therefore, the audit trail 
is important to review if there is any indication that a 
chart may have been altered. However, it is not gen-
erally supplied when a patient’s file is demanded 
since it is not considered a “patient record.”61 Rather, 
the attorney must request it, and the reasonable-
ness of the request, if challenged, can be reviewed 
by the court based upon a showing of good cause.62 
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An audit trail cannot reveal how a record was 
changed or what the record noted before any 
alteration. However, without the production of this 
document, the medical record can be altered with 
“impunity.”63 These modifications may or may not 
demonstrate an intentional distortion of a medical 
record, but it is impossible to know without an audit 
log to authenticate any changes.64 

Pop-up screens or alerts are another form of meta-
data designed to help physicians with tasks such 
as medication dosing and drug incompatibility.65 
These warnings are offered to foster improved 
patient care, eradicate errors and unfavorable con-
sequences, and increase efficiency.66 For instance, 
a drug alert can apprise a physician of an adverse 
interaction with another medication the patient is 
using before the new drug is issued.67 

Research shows that doctors often disregard these 
warnings because of alert fatigue.68 Pop-up alerts 
are also fallible. Research shows that they fail to 
identify up to 33 percent of medication errors.69

If a medication error or adverse event is present, 
counsel should ascertain what pop-up alerts were 
employed with a specific software system and 
demand a printout of what prompts were offered 
and whether they were assessed or overlooked by 
the health care provider.70 

Copy and Paste Function
EMRs have changed how patient information is 
recorded. These software systems have established 
methods for documenting a patient’s illness, includ-
ing a “copy and paste” function.71 Counsel who has 
examined an EMR will often reread the same mate-
rial because it has been copied multiple times in the 
produced record. More alarming is the abuse of the 
copy and paste function. Physicians frequently copy 
and paste data from a prior note into the medical 
record.72 Healthcare providers view this practice as 
helpful and efficient. Nevertheless, the copy and 
paste function can cause repetitive, incorrect, or 
incomprehensible patient record documentation.73 
While the copy and paste function was designed to 
augment the competence of clinical documentation 

and allow doctors to spend more time with patients, 
it threatens the integrity of the medical record.74

Fixing a Mistake in the Medical Record
Medical records do not always accurately reflect 
what transpired, and incorrect information can 
harm a patient’s interests.75 Errors can also impact 
the securing of life insurance or damage a personal 
injury claim.76 HIPAA offers a way to fix an error. A 
patient may ask a physician to correct an alleged 
mistake, and the provider has up to 60 days to reply. 
The doctor or hospital may also ask for a 30-day 
extension.77 If the provider refuses to amend the 
record, the justification for that refusal must be pro-
vided in writing.78

A physician may have a justification for denying the 
request to change the record. For example, a patient 
may request that indications about drug use, sexu-
ally transmitted diseases, or other sensitive materials 
be removed.79 However, most health care profession-
als will decline to remove this type of information 
because it influences the patient’s care.80 If a patient 
is unhappy with a physician’s response, the individ-
ual may submit an addendum that provides support 
with respect to an incorrect entry. The addendum 
provides information to clarify a situation or inci-
dent.81 A patient may also use a clarification note. 
This category is used to prevent an incorrect analy-
sis of data that has been previously recorded.82

RECENT CHANGES IN OBTAINING 
MEDICAL RECORDS

A person’s ability to secure a copy of their medical 
records has become much easier as the result of cer-
tain government requirements to transform paper 
charts into EMRs. These modifications, coupled with 
the demands to provide virtual access to medical 
data, have required health care providers to scruti-
nize their policies concerning patient access to their 
records.83 The 21st Century Cures Act (Cures Act), 
enacted in 2016, bars “information blocking” by 
health care providers.84 

Information blocking refers to any routine that 
is “likely to interfere with, prevent, or materially 
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discourage access, exchange, or use of electronic 
health information.”85 Patients can encounter infor-
mation blocking when trying to review or secure 
their medical records or when sending their files 
to another health care provider.86 Physicians may 
violate the Cures Act if they knowingly partake in 
actions that obstruct the interchange, availability, 
and utilizations of electronic health records, even if 
no harm occurs.87 

Nevertheless, counsel may still encounter difficulty 
in securing medical records, even if a HIPAA-con-
forming authorization is used. Some health care 
providers mandate that individuals “use the entity’s 
own supplied form, provided use of the form does 
not create a barrier to or unreasonably delay the 
individual from obtaining access” to the medical 
records.88

Patient Portals
The Cures Act and its regulations offer unmatched 
chances for patients to secure and retrieve their 
health records.89 For instance, provider websites 
“share clinical information with their patients” that 
can be accessed through patient portals.90 However, 
disparities in the abilities and functionality exist with 
these health portals. Most allow access to specific 
health information and permit patients to complete 
specific undertakings, such as making an appoint-
ment and requesting prescriptions.91 This online 
capacity is reinforced by the HIPAA Privacy Rule, 
which provides patients with the ability to obtain 
copies of their medical records.92 Patient portals are 
also an easy way for counsel to secure a copy of a 
client’s medical records. The client can be asked to 
access their portals and print out their records. This 
information can then be forwarded to counsel.

Paying to Obtain Patient Records
A sticking point with these changes involves 
whether patients and their attorneys must pay a fee 
to obtain a copy of the medical records. Most juris-
dictions have statutory fee schedules for obtaining 
these documents. However, the Office of Civil Rights 
has imposed a flat fee of $6.50 as the reasonable cost 
for a patient to secure electronic medical records 

from a health care provider.93 If a provider wants 
to charge a higher fee, it must undertake a num-
ber of complicated calculations to arrive at a price 
that takes into consideration a schedule of expenses 
premised upon the average allowable labor cost to 
fulfill the request.94 This calculation may not include 
fees related to verification, looking for and retriev-
ing the personal health information, “recouping 
capital for data access, storage, or infrastructure; or 
other costs not listed above even if such costs are 
authorized by State law.”95

The law also specifies that a patient can direct their 
health care provider to send the medical data to a 
third party designated by the individual.96 Claimants 
employed this mandate to have health care provid-
ers send the records directly to their attorney. This 
procedure resulted in counsel for patients assert-
ing that they only had to pay $6.50 for the records, 
instead of the higher fees required by a record copy 
service or by state statute. 

Rates Paid by Patient’s Counsel
A record copy service disputed the $6.50 rule imple-
mented by the United States Department of Health 
and Human Services (HHS) that restricted what these 
businesses could charge others specified by a patient 
for delivering medical records.97 In Ciox Health, LLC 
v. Azar, the plaintiff maintained that the fee restric-
tions imposed by the “Patient Rate” were restricted 
to requests for records made by the patient and not 
those made by commercial entities, like insurance 
companies and law firms.98 The court agreed with 
this interpretation and found in favor of the copy ser-
vice.99 This ruling resulted in the Office of Civil Rights 
reversing its position and finding that “the fee limi-
tation set forth at 45 C.F.R. § 164.524(c)(4) will apply 
only to an individual’s request for access to their own 
records, and does not apply to a patient’s request to 
transmit records to a third party.”100 

Smartphone Access
On March 9, 2021, another step was imposed by 
the government to make it simpler for a patient to 
access their medical records. HHS ruled that patients 
may download their EMRs to a smartphone.101 These 
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records are to be provided at no expense and may 
be shared as the patient deems fit.102 This new man-
date would imply that whether a claimant’s attorney 
must pay more than $6.50 to obtain medical records 
may be moot. The patient can merely download 
medical records onto a smartphone and send them 
to an attorney. 

Lab Work and Diagnostic Tests
The days of patients anxiously waiting for a physi-
cian to notify them of test results are over. On April 
5, 2021, the Cures Act implemented a rule that allows 
patients to obtain their labs, diagnostic tests, biop-
sies, genetic studies, and imaging conclusions when 
they are finalized even if it means they see these 
results before the ordering doctor.103 This develop-
ment is related to the “information blocking” prohi-
bition of the law.104

CONCLUSION
A medical chart constitutes a legal record, and 
various rules apply such as the mandate to record 
patient information, file retention, privacy consider-
ations, and disclosure.105 These documents also gen-
erate a medical and legal description of a patient’s 
health with related rights and requirements to pro-
hibit their unauthorized discovery.

The medical field was radically changed by the 
enactment of HITECH, which requires the meaning-
ful transition of the patient’s paper chart to an elec-
tronic format.106 Other federal mandates provide 
patients with protection concerning the unwanted 
disclosure of their private health information, and 
they can easily access their records to monitor their 
health status. These mandates, however, seem to 
represent an added layer of bureaucracy in obtain-
ing patient records, and counsel and health care pro-
viders are often at odds over the production of the 
medical files. This article was intended to provide 
some clarity concerning the various laws concern-
ing the obtaining and paying for medical records.
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